
Vericept Monitor for Education 
A Monitoring Tool for Enabling Compliance, Data Privacy, and Acceptable Use

Overview 
The Internet offers unprecedented value for students, teachers, researchers, and administrators. It 
opens up a new world of ideas, promotes teachable moments, and encourages creativity, imagination, 
and critical thought. However, it also presents unprecedented risk and exposure for both students and 
schools. Network security and information technology professionals in K12 face the daunting challenge 
of managing an increasingly complex array of Internet traffic, including peer-to-peer (P2P) file sharing, 
instant messaging, email, web-based email, blogs, and more. At the same time, they must comply with 
federally mandated privacy protection such as the Family Education Right to Privacy Act (FERPA), 
Children’s Internet Protection Act (CIPA), Health Insurance Portability and Accountability Act (HIPAA), 
and Personally Identifiable Information (PII).

The Problem

As more and more inappropriate content is available on the Internet and as rogue protocols continue 
to multiply, it is increasingly difficult to maintain a safe school environment. Unfortunately, point protocol 
blocking solutions are no longer enough. Ineffective visibility to Internet communications such as instant 
messaging, chat rooms, social networking sites, blogs, and peer-to-peer traffic can put a school at risk of 
data breaches, hostile workplace litigation, downloads of copyrighted materials, or even worse – harm to 
students, faculty, and staff.

Would you know if…

• ��Student records were being sent in clear text as in a web-based mail message?

• ���Your district’s benefits administrator accidentally exposed your entire employee base to identity theft 
through careless handling of an Excel spreadsheet?

• ��Students used remote proxy servers to bypass your Internet filter and get to social networking sites?

• ��A teacher was circumventing your filter to engage in illicit activity or to run a side business during 
school hours?

• ��Students were using district computers to anonymously bully other students or send bomb threats?

The Impact on Your Organization
Due to the frequency at which schools are targets of lawsuits and the issue of federal mandates such 
as FERPA, CIPA, HIPAA, and PII, the legal and financial exposure to schools is now as great as it is for 
publicly-traded companies. Gaining visibility to inappropriate patterns of online behavior through the 
implementation of intelligent content monitoring will allow school districts to preempt and prevent online 
threats to an institution’s network security, bandwidth performance, and Acceptable Use Policies.  
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Vericept Corporation, the leading provider of comprehensive compliance and data loss prevention solutions, 
is committed to providing school districts with safe and secure online environments. Our solutions provide 
effective content monitoring and filtering capabilities that reduce risks while empowering students and 
teachers to access the information they need for success.

This employee had 605 violations 
that include the following 
categories:

Shopping - 580
Resignation - 9
Web and Blog Postings – 5
Sports – 2
Streaming Media – 2
Adult – 1
Substance Abuse -24

This indicates a clear pattern of 
malicious behavior.
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Vericept Monitors, Analyzes, Controls and Reports on Insider Risk 



Data Privacy

This is an example of a Family Education Right to 
Privacy Act (FERPA) violation – an e-mail attachment 
sent in clear text to an out of the district network. This 
puts the district at risk of losing eRate funding and 
exposes the student to the risk of identity theft.

This is a pervasive problem for most school districts. 
Vericept can provide immediate visibility allowing your 
district to address broken processes and security 
awareness training.

Search here first

Hacker Activity

Despite the best efforts of virtually 
every school district to block social 
networking sites, students often find 
a way to circumvent  URL filters.

Here is a discussion Vericept 
captured describing how to use  
an anonymous Web proxy to get  
to my space.

Vericept can identify not only 
discussions around how to do it, but 
will also show when SSL web proxies 
are being used, allowing you to take 
action.

This is a hacker discussion board 
which was not blocked by the URL 
filter. An individual is inquiring 
about how to key log someone 
through e-mail. The user wants to 
circumvent the filter in order to use 
Yahoo Mail.

 Anonymous Web Proxies



Vericept Monitor
Vericept introduces the next generation of Vericept Monitor. Vericept Monitor is an ideal solution for educational 
institutions looking to detect inappropriate Internet activity and content. Using unparalleled intelligent content 
analysis, Vericept Monitor enforces network acceptable use policies (AUP) in order to provide a safe learning 
environment for students and staff. The solution is uniquely designed to protect school communities and 
complies with federal regulations such as the FERPA, CIPA, HIPAA, and PII.

Based on the patent-pending Intelligent Content Control Engine™, the Vericept Monitor solution exceeds 
keyword searches and pattern-matching by reading the content, understanding the context, and analyzing the 
structure of all Internet-based communication and attachments, regardless of protocol or channel. This includes 
email, Web traffic, IM, P2P file sharing, chat rooms, blogs, Web postings, FTP, and Telnet. This kind of content 
detection provides school security teams with the visibility and proof-positive evidence necessary to:

	 • ��Enforce compliance, data privacy, and acceptable use policies

	 • ��Protect districts from liability associated with Internet-based lawsuits

	 • ��Identify plagiarism, substance abuse, cyber-bullying, and other K12 issues 

	 • ��Support federally mandated eDiscovery rules in the event of legal action

	 • ��Maintain a safe academic environment

	 • ��Gain full visibility to impending network threats 

Vericept Monitor contains over 70 pre-defined risk categories designed to instantly identify, capture, and 
correlate threats to your organization’s integrity. These risk categories include adult content, conflict, gambling, 
games, hacker research, peer-to-peer file sharing, plagiarism, gangs, violence, and many more. By analyzing 
and reporting on these areas of concern, school districts can take corrective action and eliminate threats before 
serious damage occurs.

Why Vericept?
Vericept Corporation is the leading provider of comprehensive compliance and data loss prevention solutions. 
Vericept mitigates internal risk by providing enterprise-wide discovery, classification and prevention of 
the information exchanged inside and outside an organization. Vericept’s patent-pending classification 
suite delivers the highest degree of accuracy and lowest instance of false positive events available in the 
marketplace. Only Vericept offers comprehensive solutions for data at rest, data in motion, and data in use at the 
endpoint, providing visibility and control of sensitive data across all forms of traffic, including email, webmail, IM, 
P2P, and FTP. 

Vericept’s technology is deployed in over 800 organizations worldwide and protects billions of pieces of 
communication every day. Vericept is a privately held company with major operations in Waltham, MA and 
Denver, CO. 

Contact us to learn more about the Vericept Platform at 800-262-0274  
or email us at info@vericept.com.

Copyright © 2008 Vericept Corporation. All rights reserved. Vericept and Vericept Monitor are trademarks of Vericept Corporation.  
All other marks are the property of their respective holders.  

Turnkey Risk Categories
Vericept’s Acceptable Use 
Categories/Education provides 
analysis and reporting in the 
following predefined areas of 
concern:

• Adult

• Conflict

• Gambling

• Games

• Gangs

• Hacker Research

• Peer-to-Peer File Sharing

• Plagiarism

• Racism

• Shopping

• Sports

• Substance Abuse

• Trading

• Violent Acts

• Weapons

Vericept Monitor Features
• �Patent-pending Intelligent 

Content Analysis Engine™
• �Identity Match – tying content 

and users together
• Web-based interface
• Robust reporting, including:
	 - �Granular reports capturing 

the actual content, 
username, IP address,  
time and date

	 - �Summarized reports by 
user, date or date range, 
category

	 - �Executive-level reports with 
summaries and graphs

• �Immediate alerting and 
notification capability

• �Flexible user management 
and policy setting
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