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. DESCRIPTION

VMware ACE 2 is a comprehensive enterprise solution that organizations use to
provision standardized client PC environments inside secure, centrally managed virtual
machines called ACEs. Each ACE contains a complete client PC—including the
operating system and all applications.
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ACE NAME VERICEPT-CONTENT-ACE

ACE TYPE ACE PACKAGE

ACE PLAYER VMware ACE Player 2.0 (Included)
ACE PLAYER HOST OS Windows and Linux

ACE GUEST OS Linux Red Hat 4

ACE FILE SIZE (ZIP) 2.17GB

ACE ACTIVATION TIME 30 DAYS

ACE MAIN APPLICATION VERICEPT CONTENT 8.1 (Standalone)
ACE MAX SIZE 100 GB



1. SYSTEM REQUIREMENTS

SYSTEM OS WINDOWS OR LINUX
SYSTEM RAM 2 GB MIN

SYSTEM HD 120 GB

SYSTEM NETWORK 1 OR 2 NICs

1. INSTALL

1. Download or copy Vericept Content Package, ZIP file, to temporary directory.
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2. Unzip (vericept-content-PKG.zip) file.

EWinZip - vericept-content-PEG.zip ;lg|5|
File Actions View Jobs  Options Help
R O @Y e @@
T Open Favarites add Extract Encrypk Wigw Install Wizard Wign Style

Mame | Type | Modified | Size | Ratio | Packed | Path | -

}autorunlnf Setup Infor... 50172007 10:51 PM 45 20% 36 wericept-conkent-PEG)

_i‘] installer, sh SH File S/1J2007 10:51 PM 24,735 T4% 6,419  wvericept-cantent-PEG)

T instrsiv, exe Application Q2712007 6:20 PM 1,822,520 2% 1,784,... wericept-content-PKG), I

.se] Manifest File 10/6/2007 9:10 PM 174 19% 141 wericept-conkent-PKGh

ﬁpackage.msi Windows Ins...  10/6f2007 9:10 PM 1,321,340 E5%  4RZ,651 wericept-cantent-PEG)

ﬁ?ﬁlplaver.msi Windows Ins,,, 9272007 9:07 PM 150,74... 3% 146,3... wericept-content-PEG),

o setup.exe Install Applic..,  10/6f2007 2:10 PM 1,155,072 70% 341,467 wericept-content-PKG

.st.'] ace.sig 51 File 10/6/2007 9:10 PM 343 14% 295 wericept-content-PEGYMIA. .

_st‘] ace.dat DAT File 10/6/2007 9:10 PM 403 15% 342 wericept-content-PEGYMY

,t‘] Red Hat Enterpri,.. VMDK File 10/6/2007 9:10 PM 203,41.., 1% 200,8... wericept-conktent-PKGEIVMY

.se] Red Hat Enterpri... WMODK File 10/6/2007 9:10 PM 199,91.., 1% 197,7...  wericept-conkent-PRGEYWMI

_st*] Red Hat Enterpri,.. WMDK File 1062007 2510 P 347,648 95% 18,127  wericept-content-PEGWMI

_t‘] Red Hat Enterpri,.. WMDK File 10/6/2007 9:10 PM 11,208,... 5% 10,67... wericept-content-PKGEWMY

.se] Red Hat Enterpri,.. VMDK File 10062007 9:10 PM 2,813,440 13% 2,460,... wericept-content-PEGYWMY

.st.'] Red Hat Enterpri... WMODK File 10/6/2007 9:10 PM 3,281,408 11%  2,921,... wericept-content-PKGYWMY ;I
5elected O files, O bytes Total €7 Files, 2,321, 175KE a0 *




3.

Install Vericept Content Package. Use “setup.exe”

& YERICEPT-Monitor-PKGD-10D

File Edit ‘iew Favorites Tools Help

@Back - O - LE pSaarch H____ Falders |v

Address I[E] CHYERICEPTWMWARE\WERICERPT-MOMNITOR\WERICEPT-Manitar-PKGD-100

File and Folder Tasks

) Make a new folder

@ Publish this Folder to the
Web

=7 share this folder

Other Places

| WERICEPT-MOMITOR

My Documents
!i Iy Compuker
\:g I Mebwork Places

Details

i

installer.sh
SH File
25 KB

MANIFEST
1KE

r

plawer
Windowes Installer Package
147,215 kB

wrware-install
PL File:
142 KB

%

= inskmsiv

= 7

autarun

Setup Information

1KE

setup

YMware installation launcher

VMware, Inc.

Wiware-player i386.tar

WinZip File
&4,863 KB

b

Twpe: WinZip File
Date Modified: 5/1/2007 11
Size: 63,3 ME




4. Start VERICEPT-CONTENT-ACE Setup

f@ YERICEPT-MONITOR-8.1

VMware ACE

Welcome to the
VERICEPT-MONITOR-8.1
Setup Wizard

The Setup wWizard will install YERICEPT-MOMNITOR-S.1 an
vour compuker, Click Next ko continue ar Cancel to exik the
Setup Wizard.

= Back I Mext = I Cancel




5. Click Next> to continue. Select directory to install package.

f@ YERICEPT-MONITOR-8.1

Destination Folder

Click Mext ko install to this Folder, or click Browse toinstall bo a different Fols

Location:

CDocuments and SettingsiAll Users\gpplication DataivMware! yiware ACEY
YERICEPT-MOMITOR-5. 11

Browse |

Disk Usage < Back I Mexk ';55 I Cancel |




6. Click Next> to continue. Click Install to start installation

i'-‘%l‘ ¥YERICEPT-MONITOR-8.1

Ready to Install

The Setup Wizard is ready to begin installation

Click Install ko begin the installakion, IF wou want o review of change any of your
installation settings, click Back. Click Cancel ko exit the wizard.

< Back I Instqll I Cancel
L

7. Install

i'.;!,IJ YERICEPT-MONITOR-8.1

Installing YERICEPT-MONITOR-8.1

Please wait while the Setup Wizard installs YERICEPT-MOMITOR-5.1. This may kake
from several minukes ko over an hour depending on the size of the package,

Skatus:

= Back Mexk = | Cancel I




8. Complete Install

f&@ YERICEPT-MONITOR-8.1

Completed the

Setup Wizard

VMware ACE

VERICEPT-MONITOR-8.1

Click the Finish butbon ko exit the Setup Wizard,

= Back I Finish I

Cancel

9. Restart system.

fi@ YERICEPT-MONITOR-8.1

You musk restart your swskem For the configuration
changes made to WERICEPT-MOMITOR-S.1 to kake
effect, Click Yes ko restark now or Mo if wou plan ko
restart later.




10. Edit local hosts file. (Use “Notepad to open file”)

=10l x|

File Edit Wiew Faworites Tools  Help

@Back - -\‘_;,l x Lﬁ

)
7 Search i Faolders

Address I[ﬁ CHWIMDOW S syskem 32 driversiete

EE

Mare = |

»

File and Folder Tasks

@]l Rename this file
_&- Mowe this File

netw
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B¢ Delete this file
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[ drivers

E} My Documents
o My Computer
‘ﬂ My Metwork Places

<

Details

Size | Tvpe
1KE File
4KE SAM File
gfpe: Filde_F_ . 1KE File
Sigtee: 21;4 |b|$tE:52,l'28,|'2EIDEu 6:00 AM {KE  File
TEE File

11. Enter VERICEPT-MONITOR information

P hosts - Notepad 101 =l
Fil= Edit Format WYiew Help

# Copyright (<) 1993-1%%% Microsoft Corp. |=]
#

# This is a sample HOSTS file used by Microsoft TCRAIP for windows.

#

# This file contains the mappings of IP addresses to host names. Each

#* entr¥ should he kept on an indiwvidual 1ine. The IP address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

#* Addﬁtﬁnna11¥, comments €such as these) may be inserted on individual

# 1ines or following the machine name denoted by a '#' symbaol.

#

# For example:

#

#* 102, 54,594,097 rhinc. acme. com # source server

# 38.25.63.10 X, acme. com # x client host

127.0.0.1 Tocalhost

152.168.127.81 vericeptcuntent.vericept.CDMI

< M




12. Use vmnetcfg to configure the VMware Network environment
(C:\Program Files\VMware\\VVMware Player\vmnetcfg)

RI=E

File Edit Wiew Favarites Toaols  Help | -f
- &Y - ) -
eBack J l.ﬁ; 7 Search i Folders
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|

File and Folder Tasks S _{Q ﬁ }J
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13. Select the “Host Virtual Mapping” tab to configure the VMnet8 interface.




& ¥irtual Network Editor x|

Summaryl Automatic Bridging  Host Vitual Metwork Mapping | Huost Yirtual .ﬁ.daptersl DHEF‘I MaT I

,r@ Usze thiz page to sssociate individual vitual networks to specific phyzical and virtual network,

o adapterz az well az change their zettings.
Whdretl: I Bridged to an automatically chosen adapter j LI
Yidnetl: I Whdware Metwork Adapter Whnetl j LI
Whd ek I Mat bridged j j
Whd et I Mat bridged j j
Whirietd: I Mat bridged j LI
Wbl nieth: I Mat bridged j LI
Whd neth: I Mat bridged j j
Whdnets: I Mat bridged j j
Wi retd: Iﬁ Whdware Metwaork Adapter Wi netd j _%l
bl et : I Mat bridged j LI

k. I Cancel | ¥ 1] |

I
o
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14. Configure VMnet8 “subnet” (192.168.127.0). Click OK and then APPLY

subnet x|

[P Address: I 192 0168 . 127 .

Subnet b azk: I P I  B L B |

5@ I Cancel |

15. Configure VMnet8 “DHCP” . Use the following parameters. Click OK
and then APPLY



DHCP Settings x|

— Settings

Whdret host: Im

Subret: [ 132 188 . 0 .0

Netmask: | 255 255 255 . D

Start |P address: I 192 0168 . 127 . 128

End IP address: I 132 . 168 . 127 . 250

Broadcast address: I 192 168 . 0 . 255 %
—Leasze duration for DHCP clients

Drays: Hours: binutes:
D efault leaze time: H IG Iﬁ
b ax leaze time: H 2 _:I n _:I

(] I Cancel | Help |

16. Configure VMnet8 “NAT”. Use 192.168.127.254 as the gateway. Click
OK and then APPLY



MNAT Settings

VI HOW TO USE

1. Start VERICEPT-CONTENT demo ACE (Read and accept license agreement)



EZ vMware Player

Licenze Agreement

Fleaze read the following license agreement carefully,

VMWARE MASTERE END USERE LICENSE AGREEMENT i’

NOTICE: BY DOWNLOADING AMD INSTALLING, COPYING OF
OTHEEWISE USING THE B0FTWAERE, YOU AGREE TO BE BOUMD
BY THE TERMZ OF THIZ EULA. [F YOU DO NOT AGREE TO THE
TERME OF THIS EULA, YOU MAY NMOT DOWHNLOAD, IMSTALL,
COPY OR USE THE SOFTWARE, AND YOU MAY EETURN THE
UNUSED SOFTWARE TO THE VENDOR FEOM WHICH YOU
ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST A
REEFUND OF THE LICEMEE FEE, IF ANY, ALEEADY PAID UPOH -|

* “Yes. | accept the terms in the Itﬁse agreemet

" Mo, | do not accept the terms in the license agreement




2. Enter the correct VERICEPT-CONTENT demo ACE password to activate
package. ( Password: vericept)

8 VYMware Player YMware Plaver

Activate

& E Fleaze enter your ACE Adminiztrator supplied package
pazsword or activation token,

Fazsword or token: ||

] I Cancel

Copyright © 19908 3007 ViMware, lnc. All rights reserved Protected by ane or mone U5,
Patenis Hos_ 6,397 242, 6,050,847, 6,704,925, 6,711,672, 6,725,289, 6,735,601, 4,785,880,
6,789,138, 6,795,960, 6,880,020, & 544,099, 0,961 80&, & S00.9410, 7069 458, T.0B2 598,
TORGIFE P 00,086, T,001, 185, P17, 45810, 7,049 441 and 7,155,558, patents pending




3. Continue installation

0 0% -VMware Player YMware Player

L3 Pleaze enter your ACE Administrator supplied package
[@} paszwond or activation tolen,

Password or taken: I" veeves|

;4 I LCancel

Encrypting your ACE...

il VMware ACE Plaver



A YERICEPT-MONITOR-8.1 Player | (O R oA N 2! Flopy und Adapter

(IR

» Show Details

1 2 J W] YERICEPT-COMTENT-DE. ., | =) WMware Player ||a VERICEPT-MONITOR-... J Flemid @3] 1




4. Start VERICEPT-MONITOR application. Login as root to verify settings.
( Password: v3rlc3pt)

A VYERICEPT-MONITOR-8.1 “YMware Player | (L CO-ROM (IDE 1:0) E Floppy

Red Hat Enterprise Linux

Username: rocrci

- redhat

Ta direct input ta this environment, press Chl+G.



A VYERICEPT-MONITOR-8.1 “YMware Player CD-ROM {IDE 1:0) g,' Flopp ; nd Adapker

Red Hat Enterprise Linux

- redhat

Ta direct input ta this environment, press Chl+G.




Computer

E
“;ﬁl

Vericept Files

2

Vericept MONITOR

2

Vericept Traffic
Vericept Transactions

&

Vericept [nternal Demo

Tao direct input ta this environment, press Chi+G. @ VMware ACE Plaver

5. Ping the VERICEPT-CONTENT ACE, from the host system to verify
connectivity.

WINDOYY S, system32' cmd.exe

Cosping 192.168.127 .81
Pinging 192.168.127.81 with 32 hytes of data:

Reply from 192_.168.127.81: bhytes=32 time=Yms TTL=64
Reply from 192.168.127.81: bytes=32 time<ims TTL=64
Reply from 192_.168.127.81: bhytes=32 time<ims TTL=64
Reply from 192.168.127.81: bytes=32 time<ims TTL=64

Ping statistics for 172.168.127.81:
Packets: Sent = 4, Received = 4, Lost = B (8% loss). k

; b e 1 11i-s o
Approximate rowund trip timesz in milli—seconds
Minimum = Bmz. Maximum = Pmz,. Average = 1ms

Cosr




6. Connect to the VERICEPT-CONTENT ACE using a browser. From host system.

©IMozilla Firefox

File Edit ‘“iew History

EBookmarks

=100

Tools  Help

&

@ - - @ @ ﬁ_l‘ |V http:/f192,168,127.81]

i) iG] oo Y

’ Getting Started E,' Latest Headlines

Website Certified by an Unknown Authority

AN

Unable ko verify the identity of vericeptcontent, vericept.com as a trusted sike,

Paossible reasons for this error:

- Your browser does not recognize the Certificate Authority that issued the site's certificate,
- The site's certificate is incomplete due ko a server misconfiguration,

- ¥ou are connected ko a site pretending to be vericeptcontent, vericept.com, possibly to
obtain your confidential information,

Flease notify the site's webmaster about. this problem,
Before accepting this certificate, you should examine this site's certificate carefully, Are you

willing ko to accept this certificate For the purpose of identifying the 'Web site
wericepbcontent, vericept, com?

Examine Certificate. .. |

" Accept this certificate permanently
& Accept this certificate temporarily For this session

' Do mot accept this certificate and da nok connect ka this Web site

w Caniel |

x|

Connecked to 192, 168.127.81...

|




Security Error: Domain Name Mismatch




7. Login. (User: Administrator ~ Password: vericept)

JLogin - Yericept - Mogzilla Firefox 1Ol x|
File Edit Wiew History Bookmarks Tools  Help
@ - @ (X ] ﬁ_I‘ |V https:/fvericeptcontent. vericept, comfjosso/signonflogin, do?josso_back_to=hi éj| Y| D] |'|G00gle |k\]

’ Getting Started @ Latest Headlines

v o
VERICEPT

Get visibility. Get control.

Yericept: Login

User Mame: -’I“ dministrator |

Password: - [k n |

weticepkcontent, vericepk, com ﬁ 4

Done




8. Start using your VERICEPT-CONTENT ACE...

lome - Mozilla Firefox 1Ol x|

File Edit Wiew History Bookmarks Tools  Help

< < o M et i "
@ = @ &y g |V https:fvericeptcontent . vericept, comjaup-reports fwelcome, do

’ Getting Started E,' Latest Headlines

Administrator

v
VE RICE PT 5 Logout | Preferen

Vericept: Home

Welcome Administrator.
Your last login was 1:18 AM, Oct 7, 2007
Failed login attempts since then: 0 %

Thank vou for vour continued support of Wericept. We are always striving to
deliver solutions to address & growing nurber of risk and exposure concerns
around Information Privacy, Compliance and Acceptable Use, At the same time,
we are continually working to improve and enhance our technology platform, If
vou should have suggestions for enhancements to the Vericept solution, please

send them to enhancements @vericept.com.

Far the latest news and information on updates to the Vericept Solution, visit
the Customer Support Center,

Copyright @ 2003-2007, Vericept Corporation, all Rights Reserved,

Cone weticepkcontent, vericepk, com 4




VIl. HOW TO USE

1. Check the Vericept Traffic Tool to verify connectivity and traffic flow.



